
FINANCE & AUDIT COMMITTEE MEETING AGENDA
June 15, 2022 at 12:00 PM 

1515 North Flagler Drive, Suite 101
West Palm Beach, FL 33401 

Remote Participation Link:
https://zoom.us/j/5507895592?pwd=REZ4TWtYUXowQWNpWTBaVXRsZ1dDQT09

Via Telephone dial-in access: (646) 558-8656 / Meeting ID: 550 789 5592 / Password: 946503

1. Call to Order – Edward Sabin, Chair

A. Roll Call

B. Affirmation of Mission:  The mission of the Health Care District of Palm Beach 
County is to be the health care safety net for Palm Beach County.  Our vision is 
meeting changes in health care to keep our community healthy.

2. Agenda Approval

A. Additions/Deletions/Substitutions

B. Motion to Approve Agenda 

3. Awards, Introductions and Presentations

A. Economic Update and Yield Curve Analysis  (John Grady, Public Trust Advisors) 

B. Cybersecurity and Privacy Education (Heather Bokor / Patty Lavely)

4. Disclosure of Voting Conflict

5. Public Comment

6. Meeting Minutes

A. Staff recommends a MOTION TO APPROVE:
Finance & Audit Committee Meeting Minutes of March 23, 2022 [Pages 1-4] 

7. Consent Agenda- Motion to Approve Consent Agenda Items

A. ADMINISTRATION

7A-1 RECEIVE AND FILE:
June 2022 Internet Posting of District Public Meeting.
https://www.hcdpbc.org/EventViewTrainingDetails.aspx?Bck=Y&EventID=436&m=0|0&DisplayType=C



7.         Consent Agenda (Continued)

7A-2 RECEIVE AND FILE:
Finance & Audit Committee Attendance. [Page 5]

7A-3 RECEIVE AND FILE:
Cybersecurity and Data Privacy Regulatory Updates and Industry Enforcement 
Activity (CY2021 – Present) (Heather Bokor / Patty Lavely) [Pages 6-18]

8. Regular Agenda

A. ADMINISTRATION

8A-1 RECEIVE AND FILE:
Health Care District Financial Statements – April 2022
(Candice Abbott) [Pages 19-64]

9. CEO Comments

10. CFO Comments

11. Committee Member Comments

12. Establishment of Upcoming Finance and Audit Committee Meetings

August 9, 2022

12:00PM, Joint Meeting with the District Board

September 2022 (TBD)

4:00 P.M. – Joint Meeting with the District Board

December 14, 2022

12:00 P.M. – Finance and Audit Committee Meeting

13. Motion to Adjourn



FINANCE & AUDIT COMMITTEE MEETING
SUMMARY MINUTES

March 23, 2022 at 12:00 P.M. 
1515 North Flagler Drive, Suite 101 

West Palm Beach, FL 33401 

Remote Participation Link:  
https://zoom.us/j/5507895592?pwd=REZ4TWtYUXowQWNpWTBaVXRsZ1dDQT09

Telephone Dial-In Access: 646-558-8656 | Meeting ID: 550 789 5592 | Passcode: 946503

1. Call to Order –Les Daniels (In Ed Sabin’s absence)

A. Roll Call

Health Care District Finance and Audit Committee members present included: 
Les Daniels, Richard Sartory; Mark Marciano; Joseph Gibbons and Sophia 
Eccleston.  Edward Sabin and Nancy Banner were absent. 

Staff present included:  Darcy Davis, Chief Executive Officer; Bernabe Icaza, 
General Counsel; Candice Abbott, Chief Financial Officer; Dr. Belma Andric, 
Chief Medical Officer; Heather Bokor, Chief Compliance Officer; Karen Harris, 
VP of Field Operations; Dr. Thomas Cleare, AVP Planning and Community 
Engagement; Steven Hurwitz, Chief Administrative Officer; Patricia Lavely, 
Chief Information Officer; and Betsy Bittar, Senior Internal Auditor; 

Recording/Transcribing Secretary: Melanie Maldonado

B. Affirmation of Mission:  The mission of the Health Care District of Palm Beach 
County is to be the health care safety net for Palm Beach County.  Our vision is 
meeting changes in health care to keep our community healthy.

2. Agenda Approval

A. Additions/Deletions/Substitutions

B. Motion to Approve Agenda 

CONCLUSION/ACTION:  Joseph Gibbons made a motion to approve the 
agenda.  The motion was duly seconded by Mark Marciano.  There being no 
opposition, the motion passed unanimously.
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3. Awards, Introductions and Presentations

A. Economic Update and Portfolio Strategy Review (John Grady, Public Trust 
Advisors) 

Mr. Grady gave the Committee the economic update and portfolio strategy for the 
current quarter. 

4. Disclosure of Voting Conflict

5. Public Comment

6. Meeting Minutes

A. Staff Recommends a MOTION TO APPROVE:
Finance & Audit Committee Meeting Minutes of December 15, 2021. 

CONCLUSION/ACTION:  Joseph Gibbons made a motion to approve the 
Finance & Audit Committee Meeting Minutes of December 15, 2021.  The 
motion was duly seconded by Richard Sartory.  There being no objection, the 
motion passed unanimously. 

7. Consent Agenda- Motion to Approve Consent Agenda Items

CONCLUSION/ACTION:  Joseph Gibbons made a motion to approve the 
Consent Agenda as presented.  The motion was duly seconded by Sophia 
Eccleston.  There being no objection, the motion passed unanimously.

A. ADMINISTRATION

7A-1 RECEIVE AND FILE:
March 2022 Internet Posting of District Public Meeting 
https://www.hcdpbc.org/EventViewTrainingDetails.aspx?Bck=Y&EventID=327
&m=0|0&DisplayType=C

7A-2 RECEIVE AND FILE:
Finance and Audit Committee Attendance

7A-3 Staff Recommends a MOTION TO APPROVE:
Flagler Lease Extension

Mr. Hurwitz provided us with the Flagler Lease Extension for review
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8. Regular Agenda

A. ADMINISTRATION

8A-1   RECEIVE AND FILE:
2021 Health Care District Audit 

RSM presented the 2021 Health Care District Audit for the Committee and 
responded to questions. 

CONCLUSION/ACTION:  Received and filed.

8A-2 RECEIVE AND FILE:
Health Care District Financial Statements – January 2022 

Ms. Abbott reported on the findings of the internal audit and responded to 
questions. 

CONCLUSION/ACTION:  Received and filed.

8A-3 Staff Recommends a MOTION TO APPROVE:
Atlantis Clinic Lease

Dr. Andric provided an overview of the Atlantis Clinic Lease that will offer all 
services lines, including Adult and Pediatric care, Women’s Health, Dental, 
Behavioral Health and Substance Use Disorder, and Pharmacy, as well as several 
new offerings such as mammography and Optometry in the near future. She also 
responded to questions. 

CONCLUSION/ACTION:  Joseph Gibbons made a motion to defer approval 
of the Lease Agreement to the District Board.  The motion was duly seconded 
by Richard Sartory.  There being no objection, the motion passed 
unanimously.

9. CEO Comments

10. CFO Comments

11. Committee Member Comments

12. Establishment of Upcoming Finance and Audit Committee Meetings

June 15, 2022

12:00PM, Finance and Audit Committee Meeting

August 9, 2022 

12:00PM, Joint Meeting with the District Board
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September Meeting (Date TBD)

4:00PM, Joint Meeting with the District Board

December 14, 2022 

12:00PM, Finance and Audit Committee Meeting

13. Motion to Adjourn

There being no further business, the meeting was adjourned.

______________________________________ __________________________
Ed Sabin, Chair     Date
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HEALTH CARE DISTRICT
OF PALM BEACH COUNTY

FINANCE AND AUDIT COMMITTEE

Attendance Tracking

 6/29/2021 9/16/2021 12/15/2021 3/23/2022 

Edward Sabin     
Nancy Banner     
Les Daniels     

Richard Sartory     
Mark Marciano     
Joseph Gibbons     
Sophia Eccleston     

5



HEALTH CARE DISTRICT
FINANCE AND AUDIT COMMITTEE

June 15, 2022

1. Description: Cybersecurity and Data Privacy Regulatory Updates 
and Industry Enforcement Activity (CY2021 – Present)

2. Summary:

This agenda item presents recent regulatory updates and industry enforcement 
activity, specific to Cybersecurity and Data Privacy, for purposes of education and 
discussion with HCD’s Finance and Audit Committee and Board. An overall 
summary and supplemental details are provided as informational, covering activity 
and events from CY2021 – Present (January 2021 – June 2022). These include 
government activities, actions, and guidance issued as well as events in the health 
care sector related to cybersecurity and privacy breach events. 

3. Substantive Analysis:

The Health Care District consistently reviews regulatory updates and industry 
enforcement activity to keep abreast of the changes and potential impacts to HCD, 
communicate information to necessary parties, and help shape Departmental Work. 
Information is searched, tracked, reviewed, analyzed, monitored, posted to our 
regulatory dashboard, communicated to staff where needed, and takes additional 
steps/action (e.g., response, audit, policy, training) is necessary.

Regulatory Updates 

1. Department of Justice (“DOJ”) Announces Limits on Applying Computer Fraud and 
Abuse Act for Ethical Hackers 

2. Department of Health and Human Services (“HHS”) Issues Warning on Major Cyber 
Organizations of Russian Intelligence Services 

3. Office for Civil Rights (“OCR”) Seeks Public Comments on HIPAA and HITECH 
Security Provisions  

4. HHS Cybersecurity Program Issues Warning on HIVE Ransomware  
5. Health Sector Coordinating Council’s Cybersecurity Working Group Publishes 

Operational Continuity-Cyber Incident Checklist  
6. Hospital Cybersecurity Incidents Reach Record Number in 2021  
7. DOJ Announces New Cyber-Fraud Initiative  
8. Federal Bureau of Investigation (“FBI”) Issues Warning on HIVE Ransomware  
9. FBI Issues Warning After Darkside Ransomware Attack 
10. Office of Inspector General (“OIG”) Announces 10 Key Compliance Priorities for 2021  
11. COVID-19 Leads to Healthcare Cybersecurity Threats 

Industry Updates

1. BD Discloses Products at High Risk of Vulnerability 
2. Refuah Health Center (New York City) Notifies Patients After Cybersecurity Event
3. DOJ’s Cyber-Fraud Initiative Results in False Claims Act (“FCA”) Settlement 
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HEALTH CARE DISTRICT
FINANCE AND AUDIT COMMITTEE

June 15, 2022

4. Tenet Health Hospitals Including St. Mary’s Medical Center and Good Samaritan 
Medical Center (Palm Beach County) Suffer Cybersecurity Incident 

5. Scripps Health, UMass Memorial Health Sued by Employees After Kronos Data Breach
6. Broward Health Faces Potential Class Action Lawsuit After Large Data Breach 
7. Increase in Employees Inappropriately Viewing Electronic Patient Records in 2021  
8. Eskenazi Health Records Compromised 
9. Michigan Man Convicted for Hacking UPMC Human Resources Databases and 

Compromising Employee Information  
10. Former UC San Diego Files Law Suit After Data Breach 
11. St. Joseph’s Health System Breach Results in 1.4 Million Compromised Records 
12. Forefront Dermatology Experiences Data Breach
13. University Medical Center Southern Nevada REvil Ransomware Breach
14. Former Patient Care Technician Sentenced for Inappropriately Accessing Ex-Boyfriend’s 

Records 
15. University of Florida Health (UF Health Central Florida) Experiences Cybersecurity 

Event, over 700,000 Patients Data Compromised  
16. 20/20 Eye Care Network Cybersecurity Event  
17. CaptureRx Suffers Cybersecurity Breach
18. Kroger Breach Exposes Data of Approximately 1.5 million Individuals 
19. Florida Healthy Kids Corporation Cybersecurity Data Breach 
20. American Anesthesiology, Inc. Experiences Phishing Attack  

(INFORMATION ONLY – DETAILS PROVIDED BELOW):

Regulatory Updates 

1.      Department of Justice (“DOJ”) Announces Limits on Applying Computer Fraud 
     and Abuse Act for Ethical Hackers (05/2022) 

The DOJ recently announced enforcement discretion and indicated it would no 
longer seek to charge good-faith hackers with violations of the Computer Fraud and 
Abuse Act (CFAA).  
In the new guidance, the DOJ indicates good-faith security research should not result 
in criminal charges.  
Good faith security research is defined as “accessing a computer solely for purposes 
of good-faith testing, investigation, and or/correction of a security flaw or 
vulnerability, where such activity is carried out in a manner designed to avoid any 
harm to individuals or the public, and where the information derived from the 
activity is used primarily to promote the security or safety of the class of devices, 
machines, or online services to which the accessed computer belongs, or those who 
use such devices, machines, or online services.”  
The new policy provides areas where the DOJ will focus, which include cases where 
the defendant is not authorized to access a computer or was only authorized to access 
one part of a computer, such as an email account, and knowingly accessing areas 
where access is not permitted to the defendant.  
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HEALTH CARE DISTRICT
FINANCE AND AUDIT COMMITTEE

June 15, 2022

The guidance also notes merely claiming to be engaged in conducting security 
research is not sufficient to bring forth a defense when it is determined those 
individuals acted in bad faith.

2. The Department of Health and Human Services (“HHS”) Issues Warning on  
           Major Cyber Organizations of Russian Intelligence Services (05/2022)  

HHS issued a warning on major cyber organizations of Russian Intelligence Services.  
Notable types include:
Turla- From Russia’s FSB, it targets academia, embassies, energy, government, 
military, telecommunications, research, and pharmaceutical companies. It has 
conducted notable attacks on U.S. Control Command, a former Soviet Union Prime 
Minister’s Officer, and G20 attendees by embedding a malware dropped in a meeting 
invite.
APT29- From Russia’s SVR, it targets academia, energy, finance, government, 
healthcare, media, pharmaceutical, and technology sectors. It has previously been 
used to attack the Pentagon, COVID-19 vaccine developers, and the SolarWinds 
Orion attack, which affected a U.S. hospital. It uses large-scale phishing campaigns 
and generally focuses on specific targets with repeated attempts.
APT28- From Russian’s GRU, it targets aerospace, defense, energy, government, 
healthcare, and media sectors. It utilizes password spraying technique, malware, and 
employs phishing and credential harvesting. It generally targets conventional 
computers and mobile devices.
Sandworm- From Russia’s GRU, it targets energy and government sectors. It has 
utilized NotPetya and frequently uses DDOS attacks.
DHS offered mitigation strategies, including updating software, enforce MFA to the 
greatest extent possible, provide training on targeted social engineering and phishing 
attacks, and implementing network segregation.

3. Office for Civil Rights (“OCR”) Seeks Public Comments on HIPAA and
     HITECH Security Provisions (04/2022)   

The OCR recently requested comments from industry stakeholders related to HIPAA 
covered entities and business associates.  
Specifically, it is seeking comment on recognized security practices of covered 
entities and business associates when the OCR determines fines, audits, and remedies 
to resolve actual or potential violations of HIPAA. It also seeks comments on the 
distribution of potential Civil Monetary Penalties collected under the HITECH Act.  
The Request for Information notes the increasing regularity of cybersecurity threats 
involved electronic PHI, with data breaches continuing to increase.

4.       HHS Cybersecurity Program Issues Warning on HIVE Ransomware (04/2022) 

HHS issued another warning about HIVE Ransomware on April 18, 2022. 
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HEALTH CARE DISTRICT
FINANCE AND AUDIT COMMITTEE

June 15, 2022

HIVE has been active since June 2021, but has already established itself as one of the 
leading healthcare ransomware groups.  
The warning notes that HIVE is an aggressive and financially motivated ransomware 
group with enhanced capabilities of carrying out cyber-attacks, particularly against 
healthcare organizations.  
Accordingly, HHS wanted to bring further awareness to the Healthcare and Public 
Health Sector to ensure operations and cybersecurity practices and procedures are in 
place to ensure they are adequately defending infrastructure and data.  
HHS noted operations by HIVE include double extortion and that they will leak 
information on the dark web, they operate using a ransomware as a service model, 
they utilize Golang, which is a language used by cybercriminals in their malware, and 
that they utilize common infection methods such as RPN and VPN compromise and
routinely engage in phishing.

5. Health Sector Coordinating Council’s Cybersecurity Working Group Publishes
Operational Continuity-Cyber Incident Checklist (04/2022)   

The Health Section Coordinating Council’s Cybersecurity Working Group recently 
published an operational continuity checklist to ensure continuity during a 
cybersecurity event.  
The checklist aims to offer flexibility for staff and management to recover from an 
extended outage due to a cybersecurity event.  
Guidance includes best practices, such as identifying the scope of the outage, 
establishing cybersecurity practices, creation of downtime plans, scaling services, 
and other useful information.

6. Hospital Cybersecurity Incidents Reach Record Number in 2021 (02/2022) 

45 million patients had their PHI exposed in 2021, which is an all-time high. This is 
an increase of over 11 million patients from calendar year 2020.  
Health plans faced a 35% increase in the number of breaches, while cyberattacks 
against providers remained similar.  
Clinics and outpatient facilities saw a 40% increase in cybersecurity incidents in 
2021.
Hacking IT incidents remain the most common type of cybersecurity incident.

7. DOJ Announces New Cyber-Fraud Initiative (10/2021)  

The DOJ announced the new Civil Cyber-Fraud Initiative, which seeks to combine 
the DOJ’s expertise in fraud enforcement, government procurement, and 
cybersecurity to establish a cohesive unit to battle new cybersecurity threats.  
This includes the security of sensitive information and essential systems, and will be 
led by the Civil Division’s Commercial Litigation Branch, Fraud Section.  
The Cyber-Fraud Initiative will utilize the False Claims Act to seek remedies related 
to cybersecurity fraud committed by government contractors and grant recipients.  
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HEALTH CARE DISTRICT
FINANCE AND AUDIT COMMITTEE

June 15, 2022

The Press Release notes that it will continue to utilize the qui tam provisions of the 
False Claims Act (“FCA”) to entice potential whistleblowers to bring forward 
information related to fraud.  
The Initiative will “…hold accountable entities or individuals that put U.S. 
information or systems at risk by knowingly providing deficient cybersecurity 
products or services, knowingly misrepresenting their cybersecurity practices or 
protocols, or knowingly violating obligations to monitor and report cybersecurity 
incidents and breaches.”  
The DOJ touted the benefits of the new Initiative, believes it will increase resiliency 
against cybersecurity intrusions across the government, public sector, and key 
industry partners. 
It will also hold contractors and grantees accountable to their requirements and will 
allow government experts to rapidly identify and create patches for vulnerabilities in 
technologies. It is noted that such benefits will also benefit the American public.

8.       Federal Bureau of Investigation (“FBI”) Issues Warning on HIVE Ransomware  
       (08/2021) 

The FBI issued a Flash Warning to cyber security professionals, noting the growing 
concern of Hive ransomware.  
Hive ransomware uses several different strategies to compromise networks, including 
phishing emails and remote desktop protocols.  
When active, the Hive software then exfiltrates data and encrypts files on the 
network server. It is then accompanied by a ransom note in each affected directory 
with instructions on how to purchase the decryption software.  
The hacker executing the scheme will then threaten to leak the compromised 
information on the internet if the ransom is not paid, usually providing the affected 
party 2-6 days to pay the ransom before posting the compromised information on the 
internet. As part of the warning, the FBI emphasized that it continues to recommend 
that affected parties not pay the ransom associated with such hacking. The rationale 
is that paying such ransoms may encourage the bad actors to continue executing such 
schemes and the funds paid may support illegal activities. Further, paying such a 
ransom does not actually guarantee the hackers will return the files. The FBI does 
note it is a complicated issue, particularly when businesses can become inoperable.  
Ultimately, the FBI recommends that all ransomware incidents should be reported to 
the local FBI field office.

9.       FBI Issues Warning After Darkside Ransomware Attack (05/2021) 

The Cybersecurity and Infrastructure Security Agency and FBI issued a warning after 
a major pipeline in the United States was infected with Darkside ransomware.  
Accordingly, the entities warned businesses to adopt a heightened state of awareness 
and to implement recommendations provided.  
These include adopting network segmentation between IT and OS networks, 
frequently testing manual controls, ensuring backups are implemented and regularly 
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HEALTH CARE DISTRICT
FINANCE AND AUDIT COMMITTEE

June 15, 2022

tested, as well as isolated from network connections. Additional recommendations
include: Requiring multi-factor authentication for remote access; Enabling strong 
spam filters to prevent phishing attacks; Implementing user training and regularly 
simulated attacks for spear-phishing; Ensuring software is updated; Limiting access 
to resources over various networks; Setting virus scans frequently; and implementing
unauthorized execution prevent.

10. OIG Announces 10 Key Compliance Priorities for the Year (04/2021) 

Speaking at the HCCA Compliance Institute, Principal Deputy Inspector Christi 
Grimm announced 10 key compliance priorities for the OIG for 2021. Prioritizing 
cybersecurity was among these top 10 priorities.  

11. COVID-19 Leads to Healthcare Cybersecurity Threats (01/2021) 

The COVID-19 pandemic has let to many changes and new issues.  
During calendar year 2020, over 500 providers experienced ransomware attacks that 
caused many issues. 
These include service cancellations, EHR downtime, and patient diversions.  
Vulnerabilities were also discovered in medical devices.
Industry Updates

1.      BD Discloses Products at High Risk of Vulnerability (06/2022) 

BD, a manufacturer of health care items such as Pyxis products, issued a notice on its 
products security information.  
BD voluntarily reported the information to the FDA, Information Sharing and 
Analysis Organizations where BD participates, which includes the U.S. Department 
of Homeland Security and Infrastructure Security Agency and the Health Information 
Sharing and Analysis Center.  
BD provided a list of products that were installed with default credentials, which may 
still operate with those credentials.  
If installed with the same default local operating system, these credentials or domain-
jointed server credentials may be shared across product types.  
If hackers exploited this vulnerability, they would potentially be able to access 
information in the system, including Protected Health Information (“PHI”) or other 
classified information.  
In order to exploit this vulnerability, hackers would need to gain access to default 
credentials, infiltrate the health care facility’s network, and gain access to specific 
devices or servers.

11



HEALTH CARE DISTRICT
FINANCE AND AUDIT COMMITTEE

June 15, 2022

2. Refuah Health Center (New York City) Notifies Patients After Cybersecurity 
            Event (05/2022) 

Refuah Health Center in New York City began notifying approximately 260,000 
patients of a recent data breach.
It was found that information was accessed sometime between May 31, 2021 and 
June 1, 2021. The investigation was completed in March 2022.
Data that was potentially compromised includes Social Security Numbers, birth 
dates, driver’s license information, financial information including credit card 
numbers, patient health information (“PHI”), and Medicare numbers.  
Following the incident, Refuah Health updated its firewalls and conducted a 
vulnerability assessment.

3. DOJ’s Cyber-Fraud Initiative Results in False Claims Act Settlement (05/2022) 

The Department of Justice’s (“DOJ”) Cyber-Fraud Initiative is beginning to result in 
cyber fraud False Claims Act (“FCA”) settlement. The Initiative was first announced 
in October 2021, but is now beginning to show its effectiveness.  
A senior director of Cybersecurity, Compliance, and Controls for Aerojet 
Rocketdyne Holdings, Inc. brought forward the suit pursuant to the qui tam
provisions of the FCA.
Per the allegations, Aerojet is alleged to have failed to meet compliance standards for 
government cybersecurity standards related to the protection of unclassified 
information. This is outlined in government contracts. Additionally, Aerojet is 
alleged to have misrepresented its cybersecurity policies to increase the number of 
contracts it received.  
These misrepresentations and subsequent submission of invoices to the government 
are False Claims, as they were found material to obtaining a government contract.  
Aerojet had notable cybersecurity breaches in 2014 and 2015.
The relator will receive an estimated 25-30% of the settlement for bringing forward.

4. Tenet Health Hospitals Including St. Mary’s Medical Center and Good 
Samaritan Medical Center (Palm Beach County) Suffer Cybersecurity Incident 
(04/2022) 

Several Tenet Health facilities, including Palm Beach County hospitals, St. Mary’s 
Medical Center and Good Samaritan Medical Center, suffered a cybersecurity 
incident in April 2022. Tenet did not confirm whether this was a ransom event.
The incident crippled computer and phone systems and caused numerous network 
outages. Tenet did not reveal whether patient (PHI) or personnel records were 
breached at the time of publishing. The event temporarily delayed some patient care 
and caused EMTs to divert stroke and pregnant patients to other hospitals.
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HEALTH CARE DISTRICT
FINANCE AND AUDIT COMMITTEE

June 15, 2022

Tenet suspended access privileges to some IT programs. In response, Tenet plans to 
implement additional security measures and is in the process of conducting a forensic 
investigation into the cause of the attack.  

5. Scripps Health and UMass Memorial Health Sued by Employees After Kronos 
      Data Breach (04/2022) 

Scripps Health recently experienced a data breach at the hands of the Kronos, which 
resulted in payment delays to employees.  
The Kronos Private Cloud breach resulted in December 2021, which caused issues 
with internal payroll systems.   
The employees are suing for damages, including lack of overtime pay and 
inconsistent payment practices. Allegations also include that the organization used 
broad estimates to determine pay that was due.  
UMass Memorial Health Care (Massachusetts) was also a victim of the Kronos 
attack and is currently being sued by employees, who cite similar allegations. 

6.      Broward Health Faces Potential Class Action Lawsuit After Large Data Breach 
      (01/2022) 

Broward Health is facing a potential class action lawsuit following an October 2021 
data breach that potentially compromised the protected health information (“PHI”) of 
over 1.3 million individuals.
A patient who had their PHI compromised filed a lawsuit.  The lawsuit seeks 
additional plaintiffs in an attempt to obtain class action status.  
Information that was potentially compromised in the attack includes names, dates of 
birth, financial information, Social Security Numbers, and medical record numbers.

7. Increase in Employees Inappropriately Viewing Electronic Patient Records in 
      2021 (12/2021) 

Northwell Health informed 13,000 individuals that their health information had 
been compromised by employee snooping. The employee faced criminal charges for 
the HIPAA violation.
Aultman Health Foundation notified over 7,000 individuals that a former employee 
had accessed their health information over a period of 12 years.
Bryan Health informed over 2,700 individuals that their medical records had been 
compromised by employee snooping.
University of Florida Health (UF Health Shands) contacted over 1,500 patients to 
notify them that an employee had inappropriately accessed their medical records.
Montefiore Health System notified patients that two employees had been 
terminated for inappropriately accessing their medical records. In one instance, the 
employee had been inappropriately viewing records for over a year.

13



HEALTH CARE DISTRICT
FINANCE AND AUDIT COMMITTEE

June 15, 2022

Baptist Health terminated an employee that inappropriately viewed patient medical 
records without a professional need to know. In one egregious example, the 
employee altered an order for care.

8.       Eskenazi Health Records Compromised (10/2021)  

Eskenazi Health experienced a breach event that affected 1.5 million individuals. 
Forensic analysis revealed that hackers had access to the internal systems for 
approximately three months. 
Hackers demanded a ransom payment, which the health system declined to pay.  
The hackers subsequently released compromised information on the dark web. 
Information compromised included names, dates of birth, addresses, telephone 
numbers, email addresses, medical record numbers, diagnosis and clinical 
information, treating physician information, insurance information, prescriptions,
dates of service, driver’s license and passport numbers, Social Security Numbers, and 
photographs of the patients.

9.      Michigan Man Convicted for Hacking UPMC Human Resources Databases and    
      Compromising Employee Information (10/2021) 

Justin Sean Johnson was sentenced to 60 months incarceration for conspiracy to 
defraud the U.S. and an additional two years for a charge of aggravated identity theft.  
Johnson was convicted of hacking University of Pittsburgh Medical Center Human 
Resources databases and stealing the personally identifiable information of more than 
65,000 employees.  
Johnson initially hacked the UPMC databases in 2013 and 2014. He did this in order 
to steal the personal identifiable information of individuals and their W-2 
information. He then sold the information on the dark web, who used the illegally 
obtained information to file fraudulent 1040 tax returns on behalf of UPMC 
employees. These funds were then converted to Amazon gift cards.  
Johnson would later continue to steal information from other locations from 2014-
2017, during which time 90,000 additional individuals had their personally 
identifiable information stolen and sold on the dark web. This information was used 
by others to commit identity theft and bank fraud. These resulted in nearly $1.7 
million in false tax returns.  
Information compromised includes names, Social Security Numbers, addresses, and 
salary information of employees.

10.       Former UC San Diego Patient Files Law Suit After Data Breach (09/2021) 

A former UC San Diego Health patient filed a law suit after the health system fell 
victim to a data breach that compromised 500,000 individuals’ Protected Health 
Information (“PHI”).
The lawsuit alleges breach of contract and violations of California and federal 
privacy laws. It is seeking to become certified as a class-action lawsuit.  
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Information compromised during the breach includes names, dates of birth, Social 
Security Numbers, health records, and financial information.

11. St. Joseph’s Health System Breach Results in 1.4 Million Compromised Records 
(08/2021) 

St. Joseph’s Health System experienced a breach in August 2021 that resulted in 1.4 
million individual records being compromised. 
The system suffered a ransomware attack which knocked systems offline for 
approximately a week. 
St. Joseph’s identified suspicious activity on its network and attempted to isolate the 
intrusions. Hackers had access to the data for nearly six months. 
Information compromised includes patient names and possibly addresses, dates of 
birth, Social Security Numbers, driver’s licenses, medical record numbers, billing 
information, financial information, and medical treatment information.

12.       Forefront Dermatology Experiences Data Breach (07/2021)  
Forefront Dermatology experienced a cybersecurity event in July 2021 that affected 
over 2.4 million individuals. 
It was noted that the intrusion was noted and impermissible access had been found in 
its IT system. This allowed hackers to access patient and employee data, including 
names, dates of birth, and insurance plan information.

13. University Medical Center Southern Nevada REvil Ransomware Breach
      (06/2021)  

University Medical Center Southern Nevada suffered a data breach due to the REvil 
ransomware, which was created by a Russian based group. 
REvil had received over $12 million in payments from ransomware attacks in 2021. 
1.3 million patients had their information potentially compromised, including PHI.  
Information extracted includes names, addresses, Social Security Numbers, financial 
information, medical history, diagnosis, and test results. 
The cyber group posted images of passports and Social Security cards on its website.

14. Former Patient Care Technician Sentenced for Inappropriately Accessing Ex- 
      Boyfriend’s Records (06/2021)    

Jennifer Lynn Bacor, a former patient care technician at Cedar Rapids hospital, was 
sentenced to five years of probation and fined $1,000 for inappropriately accessing 
and sending her ex-boyfriend’s medical records.  
Bacor pleaded guilty to one count of wrongfully obtaining individually identifiable 
health information (“IIHI”) under false or fraudulent pretenses.  
As part of the plea deal, Bacor admitted to the conduct at issue, including that she 
accessed the information without a professional need to know. The inappropriate 
access of the patient’s medical record took place from April-October 2017.
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In September 2017, Bacor took a photograph of a picture that was contained in the 
patient’s medical record and subsequently distributed it to other parties.  
One Individual later sent the same photograph to the patient on Facebook, with the 
message sent to multiple parties.

15. University of Florida Health (UF Health Central Florida) Experiences 
           Cybersecurity Event, over 700,000 Patients Data Compromised (05/2021)  

On May 31, 2021, UF Health Central Florida, a recent acquisition / board member 
substitution by UF Health, suffered a cybersecurity event after it discovered unusual 
activity on IT systems.  
UF Health took actions to limit the damage by the attack by suspending access to 
email platforms.  
The attack caused systems, including the electronic health records system, to suffer 
outages for over a month. Clinicians utilized pen and paper to document information 
in medical records in accordance with downtime procedures.  
As a result of the cybersecurity event, over 700,000 patients had their protected 
health information (“PHI”) compromised. Patient information compromised includes 
names, dates of birth, Social Security Numbers, addresses, private medical 
information, and insurance information.
UF Health Central Florida disclosed the incident on 7/30/2021.
One of the patients filed a lawsuit against the health system in October 2021, which 
is seeking class-action status. The lawsuit alleges that UF Health Central Florida 
failed to properly maintain and protect patient records. An additional allegation 
claims the system maintained patient records beyond the required retention period for 
medical records, which caused additional patient information to be exposed by the 
cybersecurity event.

16. 20/20 Eye Care Network Cybersecurity Event (05/2021) 

20/20 Eye Care Network experienced a cybersecurity breach event in May 2021 that 
affected over 3.2 million individual users. 
This was after suspicious activity was identified in its Amazon Web Services 
environment. Forensic analysis revealed data had potentially been extracted from the 
network.

17. CaptureRx Suffers Cybersecurity Breach (05/2021) 

CaptureRx experienced a breach in May 2021, compromising 1.65 million users. 
The group noted unusual activity in its IT system. 
A subsequent investigation revealed that compromised patient information included 
names, dates of births, and prescription information.
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18.      Kroger Breach Exposes Data of Approximately 1.5 million Individuals (02/2021) 

Kroger experienced a cybersecurity event that affected 1.47 million individuals. 
Kroger utilized Accellion, a file sharing service used for third-party secure file 
transfers. A vulnerability was identified in Accellion’s file transfer service, which 
allowed access to certain information, including HR data, pharmacy, and clinical 
customer information. 
No financial information was stolen.

19. Florida Healthy Kids Corporation Cybersecurity Data Breach (01/2021) 

Florida Healthy Kids Corporation experienced a cyber breach (January 2021). 
3.5 million individuals were affected by the security event. Forensic analysis revealed 
significant vulnerabilities on the program’s website, with these vulnerabilities dating 
back to 2013. 
Individual information compromised includes Social Security Numbers, dates of 
birth, names, addresses, and financial information.

20.      American Anesthesiology, Inc. Experiences Phishing Attack (01/2021) 

American Anesthesiology, Inc. was subject to a phishing attack in January 2021. 
This resulted in nearly 1.3 million individuals having their information 
compromised. 
Hackers gained access via an email system of a business associate. Information 
extracted includes personal identifying information, though the focus appeared to be 
on obtaining payroll information.

4. Fiscal Analysis & Economic Impact Statement:

Current FY 
Amounts

Total Amounts
(Current + Future)

Budget

Capital 
Requirements

Yes No

Net Operating 
Impact

Yes No

*Non-budgeted expenditures in excess of $250,000 require Finance and Audit Committee review and Board approval. 

Reviewed for financial accuracy and compliance with purchasing procedure:

 ___________________________ 
Candice Abbott

VP & Chief Financial Officer
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5. Reviewed/Approved by Committee:  

N/A N/A
Committee Name Date 

6. Recommendation: 

Staff recommends the Finance and Audit Committee receive and file Cybersecurity 
and Privacy Regulatory Updates and Industry Activity Report as informational to 
supplement the Presentation provided for education.  

Approved for Legal sufficiency:

Bernabe Icaza
VP& General Counsel

Heather N. Bokor
VP & Chief Compliance, Privacy and Risk 

Officer

Patty Lavely
VP & Chief Information and Digital Officer

Darcy J. Davis
Chief Executive Officer
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1. Description: Health Care District Financial Report April 2022

2. Summary:

The April 2022 financial statements for the Health Care District are presented for 
Finance and Audit Committee review.  

3. Substantive Analysis:

Management has provided the income statements and key statistical information
for the Health Care District.  Additional Management discussion and analysis is 
incorporated into the financial statement presentation. 

4. Fiscal Analysis & Economic Impact Statement:

Current FY 
Amounts

Total Amounts
(Current + Future)

Budget

Capital 
Requirements

N/A N/A Yes No

Net Operating 
Impact

N/A N/A Yes No

*Non-budgeted expenditures in excess of $250,000 require Finance and Audit Committee review and Board approval. 

Reviewed for financial accuracy and compliance with purchasing procedure:

 ___________________________ 
Candice Abbott

VP & Chief Financial Officer

5. Reviewed/Approved by Committee:  

N/A N/A
Committee Name Date 
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6. Recommendation: 

Staff recommends the Finance and Audit Committee receive and file the Health Care 
District April 2022 YTD financial statements.

Approved for Legal sufficiency:

Bernabe Icaza
VP & General Counsel

Candice Abbott
VP & Chief Financial Officer

Darcy J. Davis
Chief Executive Officer
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